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ABSTRACT

For detection of a small target using electro-optical systems, multi-band 2D image sensors are used such as
visible, NIR, MWIR, and LWIR. However, 2D imaging systems are not capable to detect a very small target and
they are also not capable of calculating target 3D position coordinates to develop the strategic counter method.
3D sensors (e.g. Lidar, RGBD and stereo camera) are utilized to control unmanned vehicles for detecting threats
and response for specific situations. Conventional Lidar systems are unable to detect small drone threat at
distances higher than their maximum detecting range of 100 ~ 120 meters. To overcome this limitation, laser
radar (LADAR) systems are being developed, which allow the detection at distances up to 2 kilometers. In the
development of LADAR, it is difficult to acquire datasets that contain cases of long distant targets. In this study,
a fusion data generation with virtual targets technique based on minimum real LADAR initial map dataset is
proposed, and precise small target detection method using voxel-based clustering and classification are studied.
We present the process of data fusion generation and the experimental results for a small target detection. The
presented approach also includes effective visualization of high-resolution 3D data and the results of small target
detection in real time. This study is expected to contribute to the optimization of a drone threat detection
system for various environments and characteristics.

Keywords: Laser Radar, target detection, classification, data fusion, visualization

1. INTRODUCTION

The development of drone and unmanned aerial vehicles has become common for high-tech companies. New
products have been developed for making countermeasure and defense reactions against threats. There are sev-
eral technologies used for threat detection such as Silent Strike (Boeing, US), Counter UAV system (Airbus,
UK) which uses infrared camera and position sensors, or Anti-UAV defense system (AUDS, UK) which uses
electro-optical infrared (EO/IR) sensors in combination with radar sensors. Different methods are employed
as reactions after detecting threats such as direct collision, interception using Drone killer (UCON, KR), radio
frequency disturbance of target control system, use of high power laser beam irradiation methods. The most
reliable and fast reaction is the laser beam irradiation method, which requires continuous and accurate target
3D coordinate tracking performance. We have decades of experiences with development and operation of multi
2D imaging sensor systems for target detection and tracking providing functionalities such as forward-looking
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infrared (FLIR), EO/IR and target acquisition and designation sight (TADS*).! However, such systems are show-
ing problems and limitations with detection and tracking of small targets which are approaching from far away.
3D sensors can solve these problems, but a representative 3D sensor such as LIDAR cannot be used to detect
small targets due to its low resolution and detectable range. They also do not meet the requirements for a small
drone detection system.?* To overcome these problems, we are developing the laser radar (LADAR) system
using Galvano mirror scanners and motorized pan-tilt gimbals.® Such system has high-resolution and detectable
range over several kilometers and is appropriate for small object detection. One of the difficulties in developing
LADAR is a target detection algorithm based on 3D point data for obtaining precise coordinates of the target
center. To develop an optimized target detection algorithm for various types of drones, many different drones
should be taken into account in experimental setup for acquiring a test dataset at different ranges, which is very
time consuming and impractical. In this study, we consider the characteristics of the data detected by the real
LADAR sensor and generate test datasets by fusing various types of virtual drone threat target data with the
actual LADAR data. Using generated datasets, a 3D clustering based on voxel point cloud and a classification
methods can be optimized.®® At the experimental result, virtual drone fusion process with real LADAR data
and its visualization results are described.? This study is expected to contribute to the improvements of the de-
tecting and tracking accuracies considering various characteristics and conditions (e.g. size of targets, distances,
noises, trajectory behaviors, background) for state-of-the-art LADAR system to detect threats of small drones.

2. CONVENTIONAL SYSTEMS

Following development of drone technologies, countermeasures are also developed. Different types of sensors are
applied to design each countermeasures for drone detector as shown in Table 1. Major sensors are EO/IR cameras
for getting final decision where drones are detected. After finding drones, there are several countermeasures to
process and attack the drones such as RF jammer, laser burnner, and direct collision. LADAR uses high power
laser scanner for detecting sensor and coordinate designation for countermeasures.

Table 1. Countermeasures and detector sensors for drone detection

Items Developer Detection sensor Countermeasures
Counter UAV system!® Airbus (UK) EO/IR camera RF jammer

Anti-UAV Defense system!! | AUDS (UK) Radar, EO/IR camera RF jammer

Silent Strike!? Boeing (US) IR camera Laser Burnner

Drone Killer!? UCON (KR) IR camera Collision

LADAR ADD,HSC (KR) | High power laser scanner | Coordinate designation

2.1 2D imaging system (EO/IR)

Most conventional systems use EO/IR camera sensors to detect position of drones. Figure 1 shows the results of
a small drone detection experiment using EO /IR camera under various background conditions. In case shown in
Figure 1 (a) and (b), the drones can be detected because they are simple background conditions. However, if the
background is complex, for instance composed of tree branches as shown in Figure 1 (c), or saturation occurs in
the image as shown in Figure 1 (d), drone detection is disabled.'* When detecting a target such as a drone with
a 2D image sensors, it is difficult to confirm the exact coordinate position of the detected drones in the scene.

2.2 3D sensors (Lidar)

In recent years, Lidar sensors are extensively used to avoid pedestrians and obstacles in autonomous vehicle
technology since EO/IR has limitations in object detection accuracy under various backgrounds.'® Also, 3D
detection sensors based on laser range finder were developed.'®!7 Figure 2 (a) shows an experimental space to

*Target Acquisition and Designation Sights
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Figure 1. Drone detection using EO/IR imaging system at different background condition, (a) Plane background (suc-
cessful), (b) Simple background (successful), (¢) complex background (fail), (d) saturation (fail)

detect 60 x 30 cm small drone flying at a distance of 50 m from the sensor and flying at an altitude of 30
m. Figure 2 (b) shows point data of the space detected by the Lidar sensor and the detection results for the
drone target in magnification data was confirmed as 3 points as shown in Figure 2 (c¢). The Lidar sensor is not
sufficient to detect small 60 x 30 cm drones approaching from the distant airspace, because the angle resolution
are very sparse to the level of EL: 2°, AZ: 0.1° ~ 0.4°.

e b) Vecouns (c)

Figure 2. Target detection using 3D Lidar sensor system, (a) Drone detection environment (Range = 50 m) , (b) Result
of Lidar scanning and drone detection, (¢) 3 points detection for small drone which is 50 m away

3. DEVELOPED SYSTEM (LADAR)

LADAR means a radar system based on a laser sensor. Conventional Lidar sensors have the advantage of 360°
azimuth directional scanning, but it is difficult to detect small objects at far distance because of sparse resolution
of EL: 2° and AZ: 0.1° ~ 0.4°. A high-performance Lidar model, HDL-64E was developed as high resolution
using integrated 64 array of lasers. The target detection distance of high-performance Lidar is up to 120 m, and
the angular resolution is about 0.4° for EL and 0.09° for AZ. According to the angle resolution (ELgngie), the
horizontal and vertical resolution of the actual laser detection scan lines can be simply calculated according to the
Range of the target using the tangent function, and the equation is as shown in (1) and (2). On the other hand,
for LADAR, the angular resolution is very dense with EL: 0.0323° and AZ: 0.0041°, also the detectable distance
is more than 2,000 m. However, the detection FOV of LADAR is not wide and measures 0.65° x 0.65°. In order
to compensate this disadvantage, the laser detection module is rotated using the pan tilt servo drive module.
Figure 3 (a) shows the overall operating concept of LADAR, and Figures 3 (b) and (c) show the experimental
environment and the detected example data respectively. In Figure 3 (c), the red area means background dataset
of real LADAR sensor dataset in the area under its FOV.

For comparing resolution of Lidar and LADAR, the first column of Table 2 shows the angular resolution of the
scan lines by EL / AZ direction for each model of Lidars and a LADAR. Lidar and LADAR sensors have beam
divergence angle characteristics and the angle changes design parameter of scan lines in different distances. The
intervals between the scan lines according to distance divergence can be easily calculated by Equations (1) and
(2), and the size of the detectable target can be predicted using this result.
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Figure 3. LADAR concept and the example dataset of the ICN airport

PI
Horizontal resolution = tan(E Langie X @) x Range,,

PI
Vertical_resolution = tan(AZ angie X @) x Range ,

Table 2. Comparison of Lidar and LADAR resolutions of scan lines at different ranges (Unit:m)

Models(EL/AZ angle) Resolutions (horizontal/vertical)

Range = 100 m

Range = 500 m

Range = 1000 m

Range = 2000 m

Lidar HDL-16 (2.0°/0.10°)

3.4921/0.1745

17.4604/0.8727

34.9208/1.7453

69.8415/3.4907

Lidar HDL-64 (0.4°/0.09°)

0.6981/0.1571

3.4907/0.7854

6.9814/1.5708

13.9629/3.1416

LADAR (0.0323°/0.0041°)

0.0564,/0.0072

0.2822/0.0360

0.5645/0.0720

1.1289/0.1439

For horizontal and vertical scanning, LADAR has compact mirrors which can drive in each directions. When
laser beams are irradiating to a long distance and detecting distance points, the generated laser beam divergence
is suppressed using a telescope. Since scanning FOV of LADAR is levels of 0.65° x 0.65°, for wide field of view,
the laser module is installed on the servo driving module so that the installation angle of the laser scanning
modules including micro mirrors can be adjusted in real time. The operating range of the servo module is AZ:
360°, EL: 60°. The operating range of the module is AZ: 360°, EL: 60°. For the coarse angle detection, the
approximate angle of a target approach is obtained through an integrated radar sensor, and the servo driving
module moves to the angle position detected by the radar to adjust the angle of the entire laser scan module.
After the coarse detection, the laser scan module starts scanning the directed area. Figure 4 (a) shows an
example of detection of a small target scanned at 100 m and detection point data of about 392 points can be
obtained. Figure 4 (b) and (c) show the example results when the range is 500 m and 2000 m, respectively.
Approximately 72 points and 36 points are detected. The resolution was 12.3 times higher in the EL direction
and 21.8 times higher in the AZ direction than the conventional high performance Lidar. By developing and
implementing small target detection software using point data at these resolution levels, small targets can be
observed /detected without distortion or problems. The development of the detection SW algorithm is very
important, and for high accuracy, it is essential to acquire various LADAR experimental datasets. However, it
is difficult to carry out various experiments for target detection in the design process of the LADAR system
because the design of laser source module, the reflection/refraction optics, the telescope, and the servo driving
module and their alignment takes long terms. In addition, frequent testing of LADAR sensors with high output
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Figure 4. Calculation for equivalent target projection points

lasers can cause safety problems. Therefore, it is necessary to analyze the laser beam, the target shape, the
target trajectory, and the noise characteristics. To do this we performed experiment using the simulation data

similar to the actual target data.

3.1 Estimation of target and LADAR beam

Figure 5 (a) is a schematic drawing of the characteristics of the intersection and the laser beam considering the
resolution of the horizontal scan line and the divergence angle of the laser beam derived from the calculation
process. The divergence angle of the laser beam is 0.035523° and the intersection for 0.65° FOV can be calculated

as 0.003182°.
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Figure 5. Characteristics analysis of LADAR laser beam
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Figure 5 (b) shows an intersection that considers the resolution and beam divergence of the vertical scan line.
Its value is 0.004123°. Figure 5 (c) shows the characteristics of the entire laser scan considering the horizontal
and vertical scan directions. Figure 6 shows the shape of a small drone to be simulated for a target, and the
dense area means that it is close to detectable space by a laser sensor. The simulation space is approximately
30 x 30 cm among the total drone size of 60 x 30 cm. The target data for the experiment can be designed by
analyzing the scan characteristics and targets of the laser beam.

.,
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—
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(b)

Figure 6. Detectable area estimation of purpose drone target, (a) small drone feature, (b) dense area

3.2 Virtual target and noise generation

Figure 7 shows the result of generating the target considering the characteristics of the target and the laser beam
analyzed above. Figure 7 (a) shows the shape of the target that can be detected at a distance of about 880
m. Figure 7 (b) shows the shape of the target that can be detected at about 970 m. Figure 7 (c) shows the
shape of the target that can be detected at about 1500 m. The number of points that can be detected as the
target component and how many lines are detected are fitted in relation to the range. Over 700 m, the target
can be represented by one or two lines depend on its position. In addition, the noise that can randomly overlap
the target and the position and trajectory of noise are designed differently from the target. Noise has sparse
characteristics rather than a target, and it can be seen that it is distributed in a random position rather than
detected in one or two lines as in the target.

il Noise [ ]:Target

.

- . 6] ~a, 10!

EL

975 Q 800 // 1520

970 3 L
=e “3“9 780 151 o“a“ ge

(b) (c)

Figure 7. Shape of targets and noises at different ranges, (a) range = 880 m, (b) range = 970 m, (c) range = 1500 m
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Figure 8. Trajectories for virtual target and noise

3.3 Design of trajectories

Trajectories of small drones can be generated in a wide variety of ways, including straight, curved, and random
directions. And noises can also be generated in different ways, not in the same trajectory as the target. In order
to develop the detection algorithm considering various target movement, trajectories are designed as shown in
Figure 8. The trajectory of the red line corresponds to a small target, which is very fast and has dynamic
continuous motion. The trajectory of the blue line corresponds to the noise component, and it moves slowly like
a cloud, and it is designed to consider occasional overlapping with the target.

3.4 LADAR data fusion with virtual targets

(@) (b)

Figure 9. Fusion dataset, (a) background and cropped data area, (b) fused dataset with target and noise, (c) magnification
target feature

Figure 9 (a) shows the result of detection of actual existing background data (an airport in South Korea)
using the existing low-performance LADAR sensor. Figure 9 (b) shows the fused data of background data and
noise including virtual objects, which are cut into FOV range where the actual LADAR is obtainable, and Figure
9 (c) is point data of the enlarged target. The types of noise generated different point distributions and fake
targets moving in different directions and flickering noise generated throughout the entire scan area. At the time
of updating each frame point, the position of the background point periodically changes in order to simulate the
background detection point change phenomenon like a real situation.
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4. VISUALIZATION FOR SMALL DRONE DETECTION

The target detection system is designed using fused target, background, and noise data. Figure 10 shows a result
of visualization for fused dataset. The detection of the target uses the voxel method to remove the background
component, the clustering method of the radial range search method to detect the candidate target, and the
noise canceling method to determine the final target. Figure 11 (a) shows the merged data of the generated
target and noise, and the blue box means the base position of the generated target (Ground Truth). Figure 11
(b) shows the result of the detection algorithm using the generated data set, which means that the position of
the red box is detected. In Figure 11 (b), the red box indicates the location of the target, which is the result of
the detection algorithm using the generated dataset, since most red boxes overlap the blue box, It means that
the detection performance is high. Target detection information of each frame was correctly indicated, but an
error was detected where the target generated on two lines in several frames was detected as one line.

Background Fake target (Noise)

(@) T _m )

Figure 11. Small drone detection result, (a) Ground True, (b) Small target detection result
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5. CONCLUSION

2D image sensors such as conventional EO/IR have a problem of low accuracy case of small target detection
under various image conditions and advanced 3D Lidar sensors have problems of low resolution to detect small
targets at far distances. Advanced LADAR is developed as a countermeasure system to overcome the problems.
During the development of a new LADAR system hardware module, a simulation for developing a small target
detection algorithm is required. To do this, characterization of the data that can be obtained in the actual
LADAR should be preceded. In this study, we analyzed scan resolution and beam angle of LADAR. Based on
this, predictions of target, noise, and background change were fused and simulated closely to the actual situation.
The detection algorithm is designed using fused data and the detection results of small drones are visualized in
a integrated environment. Since the target simulation technique that can be simulated with various conditions
can replace the outdoor detection experiment using actual targets, it is expected to improve and optimize the
developed detection algorithm of LADAR system.
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